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Dai E. et al. A comprehensive survey on trustworthy graph neural networks: Privacy, robustness, fairness, and explainability
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Robustness

Explainability

Privacy

Fairness

Accountability

Environmental
Well-being

Others

Dai E. et al. A comprehensive survey on trustworthy graph neural networks:
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UHTepnpeTaunsa B ML

MeTtoabl
NHTepnpeTaumm
Y Y Y
AnocTepuopHble NHTepnpeTupyemble KoHTpdhakTyanbHble
obbACHeHus Moaenu obbACHeHus

AMNoCTEPUNOPHbIE 0OBACHEHUSI — METObl MHTEPNPETaLIUN, KOTopble paboTatoT
Nnocre n He3aBMCUMO OT npoLliecca 0by4eHnsa moaenm

NHTepnpeTnpyemMblie Mogenu — obyyeHune Groka oTBedvaroLlero 3a
NHTEprpeTaLunio NPOUCXOANT Ha aTane oby4YeHUst COBMECTHO C 0byYeHneM

camMon moaenu

KOHTpCbaKTyaJ'IbHOG obbsiCHEHNE — NOKa3bIBaET KaK BIUSOT pa3JjinyHbiEe
N3IMEeHEHNA BXOOHbIX AAaHHbIX HA MPOrHo3




TpeboBaHMA K UHTeprpeTaumu

CornacoBaHHOCTb .
YHMBEPCaNbHOCTb
BbluncnutenbHas appeKTUBHOCTb
[TOHATHOCTL/O6BACHUMOCTb
N3mMepuMoCTb

CTabunbHOCTb .
JeTekumns AaHHbIX U3 apyrmnx
pacnpegeneHunu

YoensawT goctaToyHoe
BHUMaHMe

He Bcerpa yaoensior
BHUMaHWe

Penko yoenstoTr
BHUMaHWe

[ToyTK He yoenawoT
BHMMaHMe

)



[Mpobrnema oueHKM KayecTBa MHTeprNpeTaumm

Computation graph

Tunbl METPUK ONA OLUEHKN KadecTBa
NHTEepnpeTaumun:

e KornnyecTBeHHble METPUKN ONA
0H6BbACHEHMN HA OCHOBE
Moaeneu

e KornnyecTBeHHble METPUKN ONA
06BbACHEHMIN HA OCHOBE
aTpmbyuLum

e KornunyecTBeHHble METPUKN ONA
06BbACHEHMIN HA OCHOBE
NpuMepoB

BA-Shapes

BA-Community

Zhou J. et al. Evaluating the quality of machine learning explanations: A survey on methods and metrics

Ying Z. et al. Gnnexplainer: Generating explanations for graph neural networks

[}
o0 o

GNNEXxplainer

o/

Ground Truth




[JeTekuna gaHHbIX npuueawnx N3 Apyroro pacrnpeagerieHums %ﬁ

e Evidence for Animal Being a Evidence for Animal Being a
Test Image -
Siberian Husky Transverse Flute

O6bsacHeHne Ob6baAcHeHne
C MOMOLLIbIO C MOMOLLIbIO
Mcxontoe HeatMap HeatMap
M300paxKeHme Ha NCXOQHOM Ha aTakOBaHHOM
N300paxxeHnm n3obpaxeHumn

Rudin C. Stop explaining black box machine learning models for high stakes decisions and use interpretable models instead



NMpobnema cTabMNbLHOCTU MHTEpPNpeTaunmn

.
ool

) 2 )4

e 1 coscooo GOS0
. coscooo  O08Q000
* . ]
» : . .
:’\\\ - e " ..
- m/—— =1897 / et .
L vt
@000000 4 COCO080
ey -
[ ) .
N st .
l—— 0000080,
. 0000 0 ‘ e
/| e '-
v [ A oo,
. =
= | o:im'w
® L' % oo
AL
Edges importance Edges importance
Edge Importance v Edge Importance v
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Knaccudukauma metroaoB atak Ha ML

MeToabl aTtak

Y

Y

ATaku
oTpaBneHus
\ Y
Bakgop CHuxeHne
aTaku KayecTBa

Y

ATaku PasBegbiBaTernbHble
YKITOHEeHuUS araku
Y Y Y
M MNoxuweHne

Mopaenen

Hpyrne




3agaya MeToaoB 3alunThbl

m = argmax{ch(m(F, eM)a ')7 (r/)ACC(m(Fv eM)v )}

m

1. the difference, Ay,, = |Prp(F) — dar(m(EF, Oar))|, for
a given metric is above a threshold t4,,: Ay, > 14,

2. the difference, A(Z)ACC — |¢ACC(F) — d)Acc(m(F, HM))
is below a threshold £y, ..: Ag,c < tpace-

2

Szyller S., Asokan N. Conflicting interactions among protection mechanisms for machine learning models

oy



MaTemaTnyeckme NpoTuBOpEeYMAa MEeTOO0B %ﬁ

MeToabl 3alnThl OT aTak OTpaBJiEHUA:.

e WM — Backdoor watermarking DPSGD v ADVTR u DI: DI

e RADDATA — Radioactive data 3HaYMTENbHO NonaraeTcsa Ha OANHAKOBbLIE

e DI - Dataset inference rpaHnLibl NPUHATUA PeLLeHNIA Npyu
MeToabl 3aLnTbl OT aTaK YKITOHEHUA: O0y4eHUn Ha NONTHOM 1 YaCTUYHOM

e ADVTR — Adversarial training Habope, a perynsipusauum BBOAUMbIE

e DPSGD - Differential privacy DPSGD n ADVTR MeHs10T rpaHuubl

ADVTR n RADDATA: RADDATA
MCNonb3yeT npoueaypy onTumMmM3aunm,
aHaNoOrM4Hyr MOUCKY COCTA3aTeNbHbIX

[TpoTnBOpEUns:
DPSGD n WM: HeobxoanmocTb OOnbLIOro

rpagnerTa ansa WM u orpaHnyeHue rpagmeHTa
oT DPSGD — NpoTMBOpeyHMe 3aaay npumepos, a ADVTR npenorepallaet ato

ONTYMM3aLIM DPSGD with RADDATA: aHanorn4Has

ADVTR n WM: aHanorn4yHo npoLusion nape NpUvnHa
perynspusauuss ADVTR mewaet pabote WM n
NTIOMaeT METKMU

Szyller S., Asokan N. Conflicting interactions among protection mechanisms for machine learning models



[MpoTnBOpeuUuss mexay mMeTogamMmm 3aLUThbI

oy

Diataseh No Def. ADVTR DPSGD WM RADDATA DI
®acc ®acc OADV ®acc Pacc Owm ¢acc ORAD ®pi
MNIST 0.994+0.00 | 0.9940.00 | 0.954+0.00 | 0.98+0.00 | 0.994+0.00 | 0.974+0.01 | 0.98-+0.00 | 0.284+0.001 | < 10~3°
FMNIST 0.91+0.00 | 0.87-+0.00 | 0.69+0.00 | 0.86+0.01 | 0.87+0.02 | 0.994+0.02 | 0.88+0.01 | 0.191+0.002 | < 1073°
CIFARI10 | 0.924+0.00 | 0.88+0.00 | 0.82+0.00 | 0.38+0.00 | 0.82+0.00 | 0.974+0.02 | 0.85+0.00 | 0.202+0.001 | < 1073°
ADVTR WM
Dataset Baseline Baseline +ADVTR +ADVTR Relaxed
DADV ®acc dwwm ®acc dwMm DADV ®acc dwm PADV
MNIST 0.95+0.00 | 0.99+0.00 | 0.97+0.01 | 0.97+0.02 | 0.99+0.01 | 0.88+0.09 | 0.97+0.01 | 0.99+0.01 | 0.89+0.01
FMNIST 0.69+0.00 | 0.87+0.02 | 0.99+0.02 | 0.80+£0.06 | 0.99+0.00 | 0.51£0.11 | 0.84+0.01 | 0.994+0.00 | 0.51+0.05
CIFARIO | 0.82+0.00 | 0.8240.00 | 0.974+0.02 | 0.78+0.00 | 0.97+0.01 | 0.65+0.01 | 0.80+0.01 | 0.90+£0.01 | 0.69+0.01
ADVTR RADDATA
Dataset Baseline Baseline +ADVTR +ADVTR Relaxed
®ADV ORAD Pacc ®RAD GADV Pacc ®RAD OADV
MNIST 0.95+0.00 0.284+0.001 | 0.944+0.01 | 0.001£0.001 | 0.95+0.01 | 0.94+0.02 | 0.002+0.001 | 0.9440.03
FMNIST 0.691+0.00 0.191+0.002 | 0.87+0.02 | 0.000+£0.001 | 0.69+0.02 | 0.8740.01 | 0.002+0.002 | 0.69+0.02
CIFAR10 0.8240.00 0.2024+0.001 | 0.814+0.01 | 0.003+0.002 | 0.81+£0.01 | 0.82+0.02 | 0.004+0.001 | 0.81£+0.02

Szyller S., Asokan N. Conflicting interactions among protection mechanisms for machine learning models
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BbiBoAbl %ﬁ

e MHorne coBpemMeHHble METOAbLI 0becnevyeHnst 4OBEPUS
NMEIT KpanHe Y3Ky NPUMEHNUMOCTb U MHOXECTBO
orpaHn4yeHunn

e Heobxoammbl yHUBEpPCaAribHbIE METPUKN OLEHKM OOBEPUS

e [lpun pa3spaboTke BaXKHO OLEHMBATb OrpaHNYEHNS
MeTOo40B

e llccnenoBatb AOCTUXMMOCTL Hanboree NHTeEPECYOLWMX
KOHJQoUrypaumm Kputepues OoBepUs

e (CoBMelleHNE COBPEMEHHbLIX METOAO0B, KaK NpaBuno, He
OaeT ynyJweHun, a TONMbKo BpeauT
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