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ATakun Ha mogenu MawnHHOro O6y‘=IEHI/IH RAS

ATaKun yKNOHeHus (evasion attacks) Bakgopbl (backdoor/trojan attacks)
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ATaKu YKNOHEHUA: KaK paboTaloT? RAS

KomnbloTepHoe 3peHne
X" = Projjg (X + € - sign(V(0, x, y))

+.007 x uerneBas ataka

X/ — Proj[0’1]d(x—€ . Sign(vxj(67xay/))

z Se(Vel 0.20)  envose.zy) — WTEPATMBHaA (CunbHas) ataka
“panda” “nematode” “gibbon” . .
57.7%pca:)1ngdence S.Z%CZLZEd:nce 99.3 Wflcm(:;:dence XkLH = PrOJBFﬂ[O,‘]]d (Xk + - SIgn(vX](97 Xk7 y))
NLP
EEMSEE HaxoXXaeHne ya3BUMbIX C/T10B
SR lw, = 0y(S) — oy(S\WI.), S\w, = [Wo, ..., Wi_q, [MASK], WiLq,...]
3aMeHa:

+ paccmaTtpuBaem top-k cnos cornacHo BERT

* (bunbTpyem CTon-cnoBa v aHTOHUMbI

subword of W

input [&][=]- - B . Bbl6|/|paeM CNoBoO, CUTbHEE BCEro U3MeHAoLLee Oy
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UTo He TaK Cc aTakamu 6enoro AwmKa? RAS

+ BONbWWHCTBY METOAOB aTakmn TpebyeTcs 4OCTYN 6enoro AWMKa K MOAeN
* BepPOATHOCTM (NOrnTbI) KNACCOB UN TOKEHOB
* TPagMeHT YHKUMN NOTEPb MO BXOAHbBIM AAHHbIM
« Kak yacTto y HapylwuTens eCTb 4OCTyn 6enoro aunka?
+ Y10 ecnu Joctyn K Mmogenu npou3soantca yepes REST API, n HapywmTenb nmeeT 4OCTYN

NULWb K UTOrOBbIM NPeACKa3aHUAM?
+ UT0 eciv HapyLwmMTeNb OrpaHUYeH B KonuuecTee 3anpocos (rate limiting)?
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ATaKK YepHOro AMKA HAa OCHOBE 3anpocoB: Sign-OPT LN RAS

9(0)

16 + eul|

Class ¥,

(0 + eu) g(f))

Original Image X,

3afava noucka HanpaBneHus 6 C MUHUMANbHbIM
paccTtoAaHMemM 00 rpaHULbl pewauero npasuna:

ming g(0), g(0) = min{\ >0 | f(xo + /\%) # Yo}

Algorithm 1: Sign-OPT attack

Input: Hard-label model f, original image x, initial 6y ;

fort =1,2,...,Tdo
Randomly sample uy, ..., uq from a Gaussian or Uniform distribution;
Compute g < é Zqul sign(g(0; + euy) — g(6y)) - uy ;
Update 0;1 < 0; — 1§ ;

Evaluate ¢(6;) using the same search algorithm in Cheng et al. (2019) ;
end

. +1, fl@o+9(0)fgreat) = o,
sign(g(@ + eu) — ¢g(0)) = {_1 O(thgrwisci )||9+ II) 0
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Sign-OPT (Cheng et al. 2019): pe3ynbTaThbi RAS
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BbiBOAbI

« Ecnu anga ycnelHon ataku 6enoro aumka TpebyoTca 4ecaTKu 3anpocoB K Moaenu,
TO ANIS1 YEPHOTO AlMKA TPebyoTCs ThiCcAUU

+ HapywwuTens, genatowiero Takoe KONn4YecTBo 3anpocoB, 0COBEHHO A5 MOXOXKMNX
KapTUHOK, Nerko 06HapyXuTb 1 3a610KMPOBATHb
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ATaka Ha OCHOBe cflyua oucka (Square attack) RAS

original lo-attack - €5 = 0.05 lo-attack - 2 =5

1 haln g1 A8 i 1k
Fig. 3. Visualization of the adversarial perturbations and examples found by the loo-
and [l»>-versions of the Square Attack on ResNet-50

Algorithm 2: Sampling distribution
P for loo-norm

* Anropntm Input: maximal norm e, window
* MHULMANM3ALMUsA BO3MYLLEHNS CIYYaNHbIMK S'ife h, ilmage size w, color
channels ¢
BEPTUKANbHBIMMK MOJTOCaMK Output: New update §
+ UTepaTUBHOe BCTPauBaHWe KBaApaToOB 1 & « array of zeros of size w X w X ¢
CNYyYanHOro «LBeTa» B Cly4anHOM mecTe 2 sample uniformly
r,s€{0,...,w—h}CN

+ Takxe TpebyeTcs 60nblIOE KONNYECTBO
3anpocos (6onee 150 ansa ResNet-50 + ImageNet
n ASR > 0.9)

fori=1,...,cdo
p < Uniform({—2e¢,2¢})
Ortlirth, s+listh, i < P Laxn
end

[ I, S )
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CyuwiecTByowme 6eHUMapPKN 3aLULLEHHOCTY OT aTaK RAS

A standardized benchmark for adversarial robustness

Available Leaderboards

CIFAR-10 (/o) CIFAR-10 (¢2) CIFAR-10 (Corruptions) CIFAR-100 () CIFAR-100 (Corruptions)

ImageNet (¢) ImageNet (Corruptions: IN-C, IN-3DCC)

Leaderboard: CIFAR-10, £,, = 8/255, untargeted attack

Show 15 7 entries Search:
AutoAttack Best known AA eval. .
Ran Standard . Extra Architectur
- Method robust robust potentially Venue
k accuracy . data e
accuracy accuracy unreliable
Robust Principles: Architectural Design RaWideResNet
1 Principles for Adversarially Robust CNNs 93.27% 71.07% 71.07% % % ? ‘7;1': “ Bmvcaoz
It uses additional 50M synthetic images in training. g
Better Diffusion Models Further Improve P
2 Adversarial Training 93.25% 70.69% 70.69% X X 1 E]Z b ICML 2023

It uses additional 50M synthetic images in training.



RobustBench RAS

- CocTaB 6eHUMapkKa

1. UTepaTusHas ataka 6enoro auwwka (Auto-PGD)

2. ATaka YepHOrO fALLMKA Ha OCHOBe rpaHuLbl pelwatolero npasuna (Fast adaptive
boundary attack)

3. Ataka Square attack

+ LUNpoKo NCNonb3yeTcs B HAYYHOW NuTepaType Ans oueHKn 3hheKTUBHOCTM
MeTO[0B 3aWUTbl OT aTak

+ Kak npasuno, 3awuTa npeacTaBnsaeT cobomn cocrasatenbHoe obyueHue (adversarial
training) ¢ moandukaymammn

* Ho [eiCTBUTENBbHO NN 3TOT 6eHUMAPK MOAENMPYET peanibHOro HapywuTens?
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NepeHocumocTb (transferability) atak RAS

White-box Scenario
Original Image Adversarial Example (AE)

- HapywwuTenb nmeeT mofenb — 6enblii AWMK,
Generation

NOXO0XXUN Ha MoAenb XXepTBbl (qepH bl “pand’ “gepor”

AWMK) frono—

Adversarial Example (AE)

+ Pe3ynbTaTbl aTakn 6en10ro AlmKa — uw— “gbpor

3allyMJIeHHble JaHHble — C 6ONbLIOW attack radius = 0.1

10
VARTUH .03 0566 0.802 0.666 0.629 0.702 0,686 0.723 0.859 0938 0.850 0.860
BePOHTHOCTbio ycl—leLIJ HO aTa Ky}OT M )+(epTBy AQE: 0.776 0.989 0.861 0.683 0.625 0.710 0.660 0.703 0.883 0.921 0.838 0.854

- M epeH OCMMOCTb UMEET MeCTo Jaxe ME)KJJ,y IEBTH o745 o.cos 0.561 063 0608 0.757 0.691 0.746 0.891 0.946 0.853 0.473 08
RPLEYABPM o526 .55 0.457 o.756 o.c08 0526 0510 0596 0736 0743 0733 0.7%6

CyUJ,eCTBeHHO omn I/Il»lalou.lMMMCﬂ 3 PPSRVARTH 0553 0584 0519 0.649 0.697 0.533 0,510 0.609 0.733 0753 0.749 0.816 e
ST 0451 0.610 0.516 0.487 0743 0,578 0.647 0.780 0.811 0.760 0.848
apxutekTypamn (Hanpumep, ResNet — . l

Vision transformer) [EECYPYEN 0514 0.641 0.549 0.526 0479 0.665 0.625 0.865 0.840 0.894 0.850 0.891

(VNSNS 0:536 0.615 0,511 0.561 0.489 0.610 0,564 0.697 0.970 0.886 0.834 0.880

. CyI.LI,ECTByeT KNnacc MeToaoB aTtak, YOSt 0510 o.626 0525 0539 0481 0.632 0593 0.712 0.355 0967 0852 0873 —o02

HaueneHHbIN Ha NoBbllleHne SRV 225 R S 220 .. .. . o0
NepeHoCUMOCTU MeXAy MOLENAMU U 222323 %%% % 2%

patacetamu (task) S 1o/



Mpumep aTaku, HaLeNIEHHON HA NePEHOCMMOCTb £ RAS

Improving Transferability of Adversarial Examples with Input Diversity (Xie et al. 2019)

» DI2-FGSM: npumeHeHne TpaHcdopmauui T(+) Ha KXKAON UTepaLmi rpagueHTHOI
aTaky C BEpOATHOCTbIO p

+ M-DI2-FGSM: fobasnseTcs momentum K rpagveHTam yHKLMM NoTepb NO BXOAHbIM
JaHHbIM (aHanoruyHo SGD)

+ ATaka Ha aHcam6nb Mo,u,ene|7|: Ansa BblunNCieHnAa dJyHKLI,I/II/I notepb 6epeTc;|
ycpeaHeHue NoruTos no moaenam B aHcambne

« TpaHcopmauuu: cnyyanHble resize n padding (6onee cnoxHbie oKasanucb
HeratTuBHoO BNNAKLWMNMHN Ha I'IepeHOCI/IMOCTb)

+ B pe3ynbTate ymeHbllaeTcsa cTeneHb nepeoﬁyqeuvm Ha Becax 6enoro AwmKa
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Pe3ynbtaTtbl ataku Input diversity

ISP

| Model | Attack [ Inc-v3  Inc-v4 IncRes-v2 Res-152 Inc-V3enss Inc-v3enss  INCRes-V2ens |
FGSM 64.6% 23.5% 21.7% 21.7% 8.0% 7.5% 3.6%
I-FGSM 999% 14.8% 11.6% 8.9% 3.3% 2.9% 1.5%
Inc-v3 DI>-FGSM (Ours) 999% 35.5% 27.8% 21.4% 5.5% 5.2% 2.8%
MI-FGSM 999% 36.6% 34.5% 27.5% 8.9% 8.4% 4.7%
M-DI’-FGSM (Ours) | 99.9% 63.9% 59.4% 47.9% 14.3% 14.0% 7.0%
FGSM 26.4%  49.6% 19.7% 20.4% 8.4% 7.7% 4.1%
I-FGSM 22.0%  99.9% 13.2% 10.9% 3.2% 3.0% 1.7%
Inc-v4 DI>-FGSM (Ours) 433%  99.7% 28.9% 23.1% 5.9% 5.5% 3.2%
MI-FGSM 51.1% 99.9% 39.4% 33.7% 11.2% 10.7% 5.3%
M-DI>-FGSM (Ours) | 724%  99.5% 62.2% 52.1% 17.6 % 15.6% 8.8%
FGSM 243%  19.3% 39.6% 19.4% 8.5% 7.3% 4.8%
I-FGSM 22.2% 17.7% 97.9% 12.6% 4.6% 3.7% 2.5%
IncRes-v2 | DI>-FGSM (Ours) 46.5%  40.5% 95.8% 28.6% 8.2% 6.6% 4.8%
MI-FGSM 53.5% 45.9% 98.4% 37.8% 15.3% 13.0% 8.8%
M-DI’>-EGSM (Ours) | 712% 67.4% 96.1% 57.4% 25.1% 20.7% 14.9%
FGSM 344% 285%  27.1%  752%  124%  11.0% 6.0%
I-FGSM 20.8% 17.2% 14.9% 99.1% 5.4% 4.6% 2.8%
Res-152 DI>-FGSM (Ours) 53.8% 49.0% 44.8% 99.2% 13.0% 11.1% 6.9%
MI-FGSM 50.1% 44.1% 42.2% 99.0% 18.2% 15.2% 9.0%
M-DI’>-EGSM (Ours) | 789% 76.5% 74.8% 99.2% 35.2% 29.4% 19.0%

RAS
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ATaku Ha OCHOBe ayrmeHTauun

Scale-invariant method (Lin et al. 2019)

1 1 .
Jt+1 = m ; VXJ(E “Xt,¥:0), Xep1 = Xt + - SigN(ges)
=

* BbIUNCNAETCA YCPeAHEHHbIN rPaaneHT hyHKLMU NOTEePb MO M KONUSIM U306paxeHns
C YMEHbLUEHHON B 2' pa3 NHTEHCMBHOCTbIO

Attack \ Inc-v3* Inc-v4 IncRes-v2 Res-101 Inc-v3e,s3 Inc-v3ensa  IncRes-v2.,s  Average
FGSM 67.1 26.7 25.0 244 10.5 10.0 4.5 24.0
I-FGSM 99.9 20.7 18.5 153 3.6 5.8 2.9 23.8
PGD 99.5 17.3 15.1 13.1 6.1 5.6 3.1 20.9
C&W 100.0 18.4 16.2 14.3 3.8 4.7 2.7 229
NI-FGSM (Ours) 100.0 52.6 514 41.0 12.9 12.8 6.4 39.6
SI-NI-FGSM (Ours) | 100.0 76.0 73.3 67.6 31.6 30.0 174 56.6
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ATaka Ha OCHOBe BapuaTUBHOCTU rpaguenTa (variance tuning)

Enhancing the Transferability of Adversarial Attacks through Variance Tuning (Wang &
He, 2021)

1T :
V(X) = IEHX/7XH,;<E’ [VX'}(X/ay; 0)] - VXJ(X7y; 9) ~ N Z vX;j(X’7y; 9) - VXJ(X7y; 0)

i=1

X'=x+r, ri~U-(B-€¢ (8 €

Vi (Xt, ¥; 0) + V(xt)
[VxJ(xe,y:0) + V(xe) [l

Gti1 =gt + X1 = Xt + @ - SIgN(get1)

* YyeT rpaameHTa QYHKLMUM NOTePb B OKPECTHOCTU TEKYLLEN TOUKN X; (pasmep
OKPECTHOCTM KOHTPONMPYETCA runepnapameTpom j3)
- NMpuMeHeHne momentum 1 KOPPEKTUPOBKYM TekyLlero rpaanenTa Vy J(X:, y; 0)
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ATaka variance tuning: pesynbrartbl

| Model ‘ Attack | Inc-v3 Inc-v4 IncRes-v2 Res-101 Inc-v3enss Inc-v3enssa  IncRes-v2ens |

MI-FGSM | 100.0* 43.6 42.4 35.7 13.1 12.8 6.2

Inc-v3 VMI-FGSM | 100.0* 71.7 68.1 60.2 32.8 31.2 17.5
NI-FGSM 100.0* 51.7 50.3 41.3 13.5 13.2 6.0

VNI-FGSM | 100.0* 76.5 74.9 66.0 35.0 32.8 18.8

MI-FGSM 56.3 99.7* 46.6 41.0 16.3 14.8 75

Inc-vd VMI-FGSM 77.9 99.8* 71.2 62.2 38.2 38.7 23.2
NI-FGSM 63.1 100.0%* 51.8 45.8 15.4 13.6 6.7

VNI-FGSM 834 99.9* 76.1 66.9 40.0 377 24.5

MI-FGSM 60.7 51.1 97.9% 46.8 21.2 16.0 11.9

IncRes-v2 VMI-FGSM 77.9 72.1 97.9* 67.7 46.4 40.8 344
NI-FGSM 62.8 54.7 99.1* 46.0 20.0 15.1 9.6

VNI-FGSM 80.8 76.9 98.5% 69.8 47.9 40.3 34.2

MI-FGSM 58.1 51.6 50.5 99.3* 23.9 21.5 12.7

Res-101 VMI-FGSM 75.1 68.9 70.5 99.2%* 45.2 414 30.1
NI-FGSM 65.6 58.3 57.0 99.4* 24.5 214 11.7

VNI-FGSM 79.8 74.6 73.2 99.7* 46.1 42.5 321
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ATaka, YUunTbiBalOLWasa BbiX04bl MPOMEXXYTOUHbIX Cl10€B CeTU RAS

Enhancing Adversarial Example Transferability with an Intermediate Level Attack
(Huang et al. 2019)

Require: Original image in dataset x; Adversarial exam-

* MeTop nonaraetcst Ha HEKOTOPYHO ple z’ generated for z by baseline attack; Function F;

6a303y|o aTaky (H anpumep, I-FGS M) that calculates intermediate layer output; L., bound ¢;
Learning rate Ir; Iterations n; Loss function L.

- ILA projection loss: procedure ILA(z/, Fy, ¢, Ir, L)

1:
2 =z
LV v = —AV" . AV 3 i1=0
i) Yi - AY 4 whilei < ndo
. 5: Ay, = Fi(2') - Fi(z)
+ ILA flexible loss: 6: Ayl = F(2") — Fi(z)
7 z" =z" —lr-sign(Vy L(y,y}'))
Lyl y)) = —a- 1Ay |2 B Ay ) Ay, 8 2" = clipe(z” —z) +
[RR4l HAy{HZ HAy{IHZ HAy(/HZ 9 :.L‘" = Clipimagerange(x”)
i=1+1
« Moa6op onTumanbHoro cnos [ no 1; e“:lwm',e,
[PNALTE 2 rewrm e
BennynHe Ay 13: end procedure
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NepeHoCcMMOCTb aTak mexay 3agayamu (aatacetamu) RAS

Enhancing Cross-Task Black-Box Transferability of Adversarial Examples with Dispersion
Reduction (Lu et al. 2020)

Algorithm 1 Dispersion reduction attack

Input: A classifier f, original sample x, feature map at
layer k; perturbation budget e

Input: Attack iterations 7.

Output: An adversarial example x’ with || x’ —x || <€

original adversarial

Adversarial

generated by
1: procedure DISPERSION REDUCTION reducing
2: x{) «—x dispersion of
3: fort =0to 7T —1do conv3.3
4 Forward x; and obtain feature map at layer k:
Fi = F(x0)]k 3
5: Compute dispersion of F: g(Fj)
6: Compute its gradient w.r.t the input: 7xg(Fx) bActivati(:T of
. ’. subsequent layers
T Update x;: are distorted
x; =x; = Vx9(Fr) “@ N p--eomnn oo
8 Projem x; to the ViCin'ily of x: Mammal 90% Psychedelic Art 78%
x;+1 — clip(x;, X—ex+ 6) 5) Otter 99% Pattern 2%
Vertebrate % Organism 72%
9:  returnxj; 9% || Mustration | 17/19

Transfer to Google Cloud Vision image label API



BbiBOAbI RAS

+ O6LLeNPUHATBIX aTaK — KakK 6e10ro, Tak K YePHOro SALLMKA — HEAOCTATOUHO 4715
NMOMHOW OLEHKU 3aluLeHHocTn U-cnctem oT aTak

+ B cnyuasx, koraa pazpaboturkom UN-cuctembl npumeHseTcs TpaHcepHoe
o6yueHune, TeCTUPOBaHME YCTONUMBOCTU K aTakaM JOMKHO BK/OYATb aTaKy,
HauUeNeHHbIe Ha MepeHOCUMOCTb

18/19



Cnacubo 3a sHUMaHue!
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