O rpaHunuax sepudnumnpyemomn yCTom4mBoCTU N HAJEHKHOCTH
NcKyccTBeHHOro HTennekra,
NOCTPOEHHOro Ha AMMNUPUYECKNX JAHHbIX

MBaH THOKUH

20 mas, 2025



KOHTeKCT — Bblgatouwimneca ycnexm UM B pelleHnUn cpoUHbIX 3a4au4

RESEARCH

Al achieves silver-medal standard
solving International Mathematical
Olympiad problems

AlphaProof and AlphaGeometr y teams

< Share




Organizations’ use of Al has accelerated markedly in the past year, after

years of little meaningful change.

Organizations that use Al in at least 1 business function,' % of respondents

100
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In 2017, the definition for Al use was using Al in a core part of the organization's business or at scale. In 201819, the definition was embedding at least 1 Al

capability in business processes or products. Since 2020, the definition has been that the organization has adopted Al in at least 1 function.
Source: McKinsey Global Surveys on the state of Al

https://www.mckinsey.com



Gen-Al-related risks that organizations are working to mitigate,! % of respondents

Inaccuracy
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Equity and
fairness
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Cybersecurity

Organizational
reputation

Intellectual
property
infringement

MNational
security

—

Regulatory
compliance

Physical
safety

M

Personal/
individual
privacy

Environmental
impact

—

Explainability

Political
stability

s

Workforce/
labor
displacement

T

MNone of
the above

'Only asked of respondents whose organizations use Al in at least 1 business function. Respondents who said “don't know/ not applicable® are not shown.
Source: McKinsey Global Surveys on the state of Al 2023-24

https://www.mckinsey.com



KOHTEeKCT — I'Ip06j'| embl I basza fjaHHBIX OIIMOOK Y UHIIUJIEHTOB:.
https://incidentdatabase.ai/

IEEE Spectrum ro ne recuoiony st Q Type to search

IEEE.ORG IEEE XPLORE DIGITAL LIBRARY IEEE STANDARDS MORE SITES

HHHHHHHHHHHHHHHHHHHHHHH Explore by topic v —

Hallucinations Could Blunt ChatGPT’s Success >
OpenAl says the problem’s solvable, Yann LeCun says
we'll see

OpenAl Builds Al to Critique

Al > CriticGPT is intended to help
identify hallucinations as models

grow more sophisticated

BY ELIZA STRICKLAND 27 JUN 2024

Neural networks can be disastrously b

Eliza Strickland is a senior editor at IEEE Spectrum covering AI and biomedical




Y10 elle moXKeT NONUTU He TaK — OrPaHNYEHMA pa3mepa

== Amount of available text on the Internet == Size of training data sets for LLMs  ® Individual LLMs

Median projection for when
1 1 RPN 1 20 a0 g i3 caaa G0 30095 633 6933 6G35A G330 GA03 G600t ﬂ"IE' amount of ﬂ‘hl'HiLEblE taxt o

% equals the training data size.
= -
“é - Llama 3 (Meta)
“E "ID'IE : ............................................................. DBRI ....................................................................................................................................
2 - (Databricks)
E -
3 _ *®Falcon 1808
1E|1i T SR T TR { T""] ..............................................................................................................................................
. PalLM
- GPT-3 (Google)
) (OpenAl)
2020 2022 2024 2026 2028 2030 2032 2034

*One token is abouwt 0.8 words. TTechnology Innovation Institute, Abu Dhabi.

N. Jones. The Al Revolution is running out of data. What can researchers do? Nature, vol. 636, December 2024



[Toyuemy BaXXHO MOHMUMaATb
NPUYUHbI OLLNOOK?

PeaynsmopHasa desmenbHOCMb

EU Artificial Intelligence Act:

Design ... high risk Al system to achieve appropriate
levels of accuracy, robustness, and cybersecurity.

Non-banned biometrics: Remote biometric identification systems, excluding biometric
verification that confirm a person is who they claim to be. Biometric categorisation systems
inferring sensitive or protected attributes or characteristics. Emotion recognition systems.

Critical infrastructure: Safety components in the management and operation of critical digital
infrastructure, road traffic and the supply of water, gas, heating and electricity.

Education and vocational training: Al systems determining access, admission or assignment to
educational and vocational training institutions at all levels. Evaluating learning outcomes,
including those used to steer the student’s learning process. Assessing the appropriate level of
education for an individual. Monitoring and detecting prohibited student behaviour during tests.

Employment, workers management and access to self-employment: Al systems used for
recruitment or selection, particularly targeted job ads, analysing and filtering applications, and
evaluating candidates. Promotion and termination of contracts, allocating tasks based on
personality traits or characteristics and behaviour, and monitoring and evaluating performance.

Access to and enjoyment of essential public and private services: Al systems used by public
authorities for assessing eligibility to benefits and services, including their allocation, reduction,
revocation, or recovery. Evaluating creditworthiness, except when detecting financial fraud.
Evaluating and classifying emergency calls, including dispatch prioritising of police, firefighters,
medical aid and urgent patient triage services. Risk assessments and pricing in health and life
insurance.

Law enforcement: Al systems used to assess an individual’s risk of becoming a crime victim.
Polygraphs. Evaluating evidence reliability during criminal investigations or prosecutions.
Assessing an individual’s risk of offending or re-offending not solely based on profiling or
assessing personality traits or past criminal behaviour. Profiling during criminal detections,
investigations or prosecutions.

Migration, asylum and border control management: Polygraphs. Assessments of irregular
migration or health risks. Examination of applications for asylum, visa and residence permits,
and associated complaints related to eligibility. Detecting, recognising or identifying individuals,
except verifying travel documents.

Administration of justice and democratic processes: Al systems used in researching and
interpreting facts and applying the law to concrete facts or used in alternative dispute resolution.
Influencing elections and referenda outcomes or voting behaviour, excluding outputs that do not
directly interact with people, like tools used to organise, optimise and structure political
campaigns.




PyHOaMEHTa/IbHble BOMPOCHI

MoXHO nu

KakoBbl NpUYnHbI, NO

KOTOPbIM BO3HUKAOT 3 PeKTnBHO
TUNnYHblI NN 3TH
OWKNBOKM B cucTtemax OLNBKU? BEPUPMLUNPOBATL
NCKycCcTBEHHOTIO ' YCTONYMNBOCTb U
NHTennekra? TOYHOCTb Mmoaenemn?

J J




KaXyLlas nam HacToswan HeyCToMYymBoCTb

Knaccugukamop 3T1o otobparkeHue

F: R" - L c R, L — (KoHe4YHoe) MHOXeCTBO

ApBepcapHbiv npumep: /115 3a0aHHo20 omobpaxeHusa F, anemeHm x donyckaem 6-adeepcapHsbil npumep
y(x) ecnu

F(x) # F(y(x) nllx —y(x)|l < 8, y(x) € R

HeycronumnsocTtb: Knaccugpukamop (omobpaxceHue) F Heycmoliyugo 8 moyke x ecnau 014 106020
npou380sbHo masnozo 6 > 0

Hanpetca y € R™: ||lx — y|| <6, y # x Takoe yto F(x) # F(y)




Kpmnanc obyyeHmna no asMnmMpmruyYeckMm JaHHbIM

(i) CywecTBYIOT TOUYHbIE U MAeanbHO obobuwatowme MM moaenm (HEMPOHHbIE CETU)

(ii) OAHaKO OHM OKa3bIBAOTCA HEYCTOMYMBbLIMM Ha BONbLIOM YMCne obyyatoWwmx u
TEeCTOBbIX AaHHbIX

(iii) Mpw aTOM CyLLECTBYIOT TOYHbIE U YCTOMYMBBIE PeLleHMA (Ha 3TUX AaHHbIX) HO

* Mbl HE BCerda MOXKET Y3HATb NOAYYUIU JTU Mbl MMEHHO TaKUE peLLEeHnA

* HOBblE YCTONYMBbLIE peLleHmna byayT HeyCTOMYMBbIMM Ha BO/IbLLOM MHOXECTBE APYrux
3a4au



CxemaTuyecKkoe onmcaHme HempoceTeBou Mmoaenu

geWix +bY) goW*kx +b*)  HW!x + bL)

% O

9o

=
w

Ny Ny Ny ReLU(s) = max{0, s}



OCHOBHbIe nNpeanonoXeHna

AaHHble
- He3aBHCHMbIe KOHEYHbIe BbIOOPKHU U3 pacnpegenenuii F c Hocutenem B [—1,1]" x {0,1}.
- AJITOPUTM 00y4YEHH S UMEET JNOCTYK K JJAHHBIM (xf, W),j =1,..,5 + r (He3aBuCHUMO BbIOPaHHbIMN),

npeacTaBnsoWMM 0byYatoLLyto

T ={(x%,¢Y), ..., (x", €M)}
N BannaauMoOHHble BbIOOpPKM

V={"L e, L, (xS, )}, M=r+s=|TuUVl.

HeBbIpOXXAEHHOCTDb:
-Ana s € (0,2/y/n] 6yayT paccMaTpuBaThCA TOJIBKO TaKuee pacnpegeaedus Dg € F:
ecnm (x,fx),(y,{’y) ~Ds cty #Ly10||lx —Y|| =6

®dyHKuMK notepb: Loss(S, h) = Z(xi{,i) R.(h(x"),?Y), R.:RXR - Rsy, R:(W,v)=0 @w=v



[MapanoKc Bepnpuunpyemom TO4HOCTU N YCTONYNUBOCTU

Teopema. PaccmoTpum Kiacc HEMPOHHbIX CETEN C pa3MmepHOCTbIo Bxoga Ny = d, YMCJI0M HEWMPOHOB

BO BTOpOM cJioee N; = 4, d = 2, npon3BonbHOM rnybuHon, GyHKUMI akTMBaLMKN gg B caoax 1,...,L — 1,
M IOpOroBOM aKTHBanuew B cioe L. Monoxmum n = min{ |N; /2], d} v Bei6epem 0 < § < \/%, e €(0,4/n —1).

Torga HanpeTca HecyeTHO HBONbLIOE MHOXKECTBO pacnpegeneHnint Dg € F Takux,
4YTO AJ14 JIFOBIX 00YYaIIMX U TECTOBBIX BbIOOPOK T, V (He3aBUCUMO BbIOpPAHHBIX UX Dg), C BEPOATHOCTbO 1:

(i) CyuwectByeT naeanbHasa moaenb (Hanayywaa TO4HOCTb 0 06obLIeHMe)

f€arg min Loss(TUV,p) c Loss(TUV,f)=0.
@ENNN L

Mpu atom, a1 ro6oro g € (0,1/2), c BepossiTHOCTB He MeHee ueM 1 — exp(—2 q2M), HaiigeTca nogmHoxectso U (T U
V) MOIIIHOCTBIO HE MEHEE YEM K% — q) Ml Ha KOTOPOM MoJieJb f 6yaeT HeycToumea — 1o ecTb ania nwboro (x, £) € U
n a € [0, /2], cywectayet sBosmyuieHune ¢ with ||| < a/+/n :

(1) IfG) —fx+ Dl =1.

Bonee TOro, Takne BO3MyLLLEHMA TUNWUYHbBI B TOM CMbICJIE, YTO { MOTyT BbiTb BblOpaHbl Cly4aliHO B LIape
B,,(a/\/m, 0) n npu 310 c BepoaTHocTbio 1 — 27 cBoiicTBO (1) 6yLeT BLIOJIHEHO




[MapaaoKc Bepnpuumupyemom TO4HOCTU N YCTOUYNUBOCTU

Bonee Toro, Takne cay4valiHble BO3MYyLLLEHUA MeHAIT Knaccudukaumio m < |U| apyrmx ToueK (yHMBepCcanbHOCTb)
B MHOKecTBe U ¢ BepOATHOCTbIO HE MEHEE, YEM

1 —m2™,

(ii) B TO »Ke Bpems, 4naToro e pacnpegeneHuna Dg CyllleCTBYeT TOYHASA U poOaCTHAsA MOJie/Ib TOU K€
apXHUTEKTYPHI:

f € arg cperlnv}vr,l\,,L Loss (TUV,p)

c Loss (T UV, f) = 0w ana kotopoi:

fx)=fx+forall||¢]| < a/Vn, ¥V (x,£) ETUV

faxe ecam mowHoctb [T U V| = oo,

Bonee Toro, ansa nobbix A > 0, A > 0 cywecTByOT Napbl YCTOMYMBBIX U HEYCTONUYMBBLIX Mogenen [, f1 v
fa fA, TAKHX 4TO

10(f1) —0(f)|] <A and ||0(fy) —O(Fa)|l = A




yCTONYMBbIE — IO
@

-
Il

CylwiecTByeT Hec4yeTHO bosnblioe
MHOM€eCTBO TaKMX Nap



[MapaaoKc Bepnpuumupyemom TO4HOCTU N YCTOUYNUBOCTU

(iii) OgHaKo, A4 KaXKA0U U3 TaKUX pOOACTHBIX ceTeH f
a) HalieTCcs HacYeTHO OO0JIbIIIOe MHOXeCTBO pacrpeneneHuit Dg € F 1s1 KOTOPBIX BbINOJAHsIETCS (i)

b) HalileTcss HAacYeTHO 60JIbIlI0e MHOXKECTBO pacinpeaeneHuit Dg € F Takux, 4to mogenb
f pobactHaHa T UV c BepoATHOCTbIO
M
k
1 - gn+l

HO HeyCTOIZHMBa Ha HOBbIX Cammn/1iaxXx C BEPOATHOCTbIO
k

2n+1




3a4eM HYXKHa
HadeXKHanA
BEPUPULMPYEMOCTb
TOYHOCTU U
pobacTHOCTK?

The Mystery of ‘Jia Tan,’ the XZ Backdoor Mastermind

The thwarted XZ Utils supply chain attack was years in the making. Now, clues suggest nation-state hackers were behind the persona that inserted the
malicious code.

IMA Journal of
Applied Mathematics

Issues Advance articles Submit v Purchase Alerts About v IMA Journal of Applied Mal ¥

JOURNAL ARTICLE

The feasibility and inevitability of stealth attacks

Ivan ¥ Tyukin &, Desmond J Higham, Alexander Bastounis, Eliyas Woldegeorgis,
Alexander N Gorban

IMA Journal of Applied Mathematics, Volume 89, Issue 1, January 2024, Pages 44-84,
https://doi.org/10.1093/imamat/hxad027

Volume 29, lssue 1 Published: 19 October 2023  Article history v

January 2024

e Sutton, O., Zhou, Q., Wang, W., Higham, D., Gorban, A., Bastounis, A., &
Tyukin, 1. (2024). Stealth edits to large language models. In Conference on
Neural Information Processing Systems (NeurlPS)



[Touemy BepnPuKaLmMa YCTOMYNMBOCTU CNOMKHA?

* bopbba cnoxHoCTeN: Kaaccugukayua NpoTUB gepugukayuu

* [na mHormx moaenen (C KoHeYHoM pa3sMmepPHOCTbIO BanHMKa-YepBOHEHKNCA), YNCI0 AUXOTOMUI (pa3bueHnii Ha Knaccbl) pacteT
NOJIMHOMHAJIBHO C pa3MepoM 06y4arlel BIGOPKH m

° I'IpM 3TOM AONA Ka)KLIIOI\;I TaKkou ANXOTOMUU CyleCTBYET KOHTUHYYM Pa3HbIX peal M3aLI,Ml‘;I TaKoM ANXOTOMUU B PpaMKaX MoaeNN.

* Karkaana TakadA peanmsauma AoKHa bbiTb NPOBEPEHA BO BCEX BAXKHbIX YCN0BUAX (He 0653aTeNbHO MMeroLWMXCA B 0byYatoLe i
WU TECTOBOW BblOOPKeE).

*  Yncno Takmx Touek pacTteT SKCNnoHeHUna/ibHO C PA3MEPHOCTbLIO.



[Toyemy BepmndPuKauma yCTOMYMBOCTM CJIOXKHA?

* CepTudukaTbl po0OACTHOCTH BbIYUCJAUTEJBHO JOPOrU

fiR">L gk = argmeaLxP(f(x +€) =c), e ~N(0,0%l,)
C

Theorem. Let f: R™ — L be any (measurable) deterministic or random function,
let e ~ N(0,0%l,), and suppose

P(f(x +e€) =ca) 2 ps 2 pp 2 max P(f(x +¢€) = c)

Then g(x + §) =, forall § € R™:

111 <2 (@ (pa) — © (p)

Cohen, J., Rosenfeld, E., & Kolter, Z. (2019, May). Certified adversarial robustness via randomized
smoothing. In international conference on machine learning (pp. 1310-1320). PMLR.
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3aK/JIn4YeHmne

MpuHATME peweHn B mogenax MM, noCcTpoeHHbIX Ha AaHHbIX
nogBepKeHbl Pa3IMYHbIM NAPALOKCAM BOKPYT YCTOMUYMBOCTY,
TOYHOCTU, POBACTHOCTU U BbIMUCNTENIBHOM CNIOXKHOCTU
BEPUPMUMPYEMOCTU 3TUX CBOMUCTB

9Ty Hen3beXHy CNOKHOCTb MOXHO MCMO/Ib30BaTb A/1A NOBbILIEH WA
6e30nacHOCTN M KOHTPOAA A0CTYNa

Mpobnembl BEpUPUUMPYEMOM TOYHOCTU N POOBACTHOCTU HE peLLatoTCs
anroputmamm, CoKyCcMpoBaHHbIMU HA AOCTUNKEHME NTNLLIb
MaKCUMaNIbHOM TOYHOCTU UK 33 cYET BONbLIMX MAaCCUBOB AAHHbIX

OCHOBHas YA3BMMOCTb — 3TO COBPEMEHHan napaaurma oobyyeHus B
OTCYTCTBME NPEeANO/IOKEHNN O AAaHHbIX U MOCT-KAaccMYecKas
PeanbHOCTb MHOFOMEPHbIX MoAenei, ansa sBepnudurKaLmm KOTopbIxX He
xBaTaeT AaHHbIX (dark data) n pecypcos

BO3MOXKHbIM BbIX0A, — 3TO pa3paboTKa HOBbIX Napagunrm obyyeHms
/NN NpUBHECEHUU “AUHAMUKN” TaK KaK BblABIEHHble NpobaeMbl
BEpPMPULUNPYEMON HAAEHKHOCTM NMPUMEHMMbI K CTAaTUYECKUM
CLEHAPUAM N MOAENIAM, HE MEHAIOLLIUM CBOEN apXUTEKTYPbI CO
BpeMeHeM
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