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boJbIme S3bIKOBBIE MOJACIIH B 3a/1a4aX aHAJIM3a U
OOHapy>KEHMS YSI3BUMOCTEH B IIPOrPAMMHOM KOZE

Yapyrun Banentun BanepreBuu, npenoaasarens kadheapst KUb MNU, acnupant



Hcnionp30BaHNE OOIBINUX A3BIKOBLIX MOJIEJIEU B aHAJIU3€E KOIa

[Ipobnema:

TpaguniMoHHBIE MOAXOABl K aHaIU3y KoJia HEAOCTaTOYHO 3(P(OEKTUBHO
CIIPABJISAKOTCS C  HOBBIMM  THNAMHA  yA3BUMOCTEH.  Bo3Hukaer
HEOOXOAUMOCTh B HCIOJIL30BAaHUU Oo0jice THOKHMX W HMHTEJJICKTyaJbHBIX
MHCTPYMEHTOB, CHOCOOHBIX YUYMTBHIBAaTh HE TOJILKO CHHTAaKCHUC, HO H
JIOTHKY, CTPYKTYpYy W MoBeacHHE IporpamMMm. OJHUM M3 TaKUX PEIICHUU
SIBJISIFOTCST OOJIBIITHE S3BIKOBBIE MOICIIH.

[lensb pabOTHI:

* HccnenoBaTh BO3MOXKHOCTH W OTpPaHMYCHUS IIPUMEHEHUS OOJIBIINX
A3BIKOBBIX MOJEJICH JJISI aHAJIM3a YA3BUMOCTEN B MPOTPAMMHOM KOJIE.

* Ilpoananu3upoBarh, HACKOJHKO TOYHO U IIOJIHO OOJIBIIIHE SI3BIKOBHIC
MOJIEJIM W HWHCTPYMEHTHI C HHUMH MOTYT BBISIBISATH YA3BUMOCTH,
kinaccuduipoarh ux no CWE, mokanu3oBaTh YS3BUMBIM KO,
MPEJIOKNUTh KAa4eCTBEHHBIC HCHOpPABICHUS U JaTh OOOCHOBaHHBIC
PEKOMEHJAIIU Y.

* IlpoBectn moApOOHBIM aHAW3 BBISIBICHUS M YCTPAHEHUS PEATbHOM
ys3BUMOCTH CVE-2025-25296 ¢ noMonpio pa3nnyHbIX UHCTPYMEHTOB
U MOJEJIEH.



Hcnionp30BaHNE OOIBINUX A3BIKOBLIX MOJIEJIEU B aHAJIU3€E KOIa

NucTpymenTsl Ha ocHoOBe LLM 11711 0OHapy>keHUs ySI3BUMOCTEW NPOrpaMMHOI0 00€CTICYEHUS:

YHI/IBCpcaJII)HBIC OOJIBIIIHE SI3LIKOBLIE MOACIIN

CHGI_[I/IaJ'II/IBI/IpOBaHHBIG OOJIBIIIHE SI3LIKOBBIC MOACIIN

WHuTterpamus OONBIIUX S3BIKOBBIX MOJIENICH ¢ MHCTPYMEHTaMH
CTaTUYECKOr0 aHaIM3a Kojaa

©



-

=]
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Pemraembie 3ad491 U YIA3BUMOCTH

Pemras 3agaun aHanu3a M yCTpaHEHUS yS3BUMOCTEW, HEOOXOJMMO YUYUTHIBATh CYIIECTBYIOUIUE CTAHJAPTHI, KOTOPHIE
MMOMOTA0T CUCTEMATU3UPOBATh U TPUOPUTUZUPOBATH YT PO3HL.

Takum crangaprom sBisgercs 0aza CVE — xpaHunuiie 3a0KyMEHTHPOBAaHHBIX YSI3BUMOCTEH, OOHApyKEHHBIX B
IPOrpaMMHOM 00ECTICUCHUH.

CWE — kareropuu, KOTOPbIE ONMCHIBAIOT IPUYUHBI, TPUBOIAIINE K YI3BUMOCTSIM.

Cve Qu#
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BapuaHT yCcTpaHEHUS YI3BUMOCTH

CVE-2025-25296 CWE-79
YA3BUMOCTbD, CBSI3aHHAsI C HEKOPPEKTHOM

00pabOTKOM 1MOJIb30BaTEIBCKOTO BBOJIA B
BeO-npuiiokeHur Ha Python.

=

def playground_replacements(request, task_data):

N

if request.GET.get('playground’, "0') == "1":
for key in task_data:

w

if '/samples/time-series.csv' in task data[key]:

wu

task_data[key] = 'https://app.heartex.ai’' + task_data[key]

[e)]

return task_data

~

w w w w w w w w
IS

e}

@require_http_methods([ 'GET*, *POST'])
@require_http_methods ([ 'POST'])

IlepBblil BADUAHT YCTPAHCHUS YA3BUMOCTH. i ffig::;‘::"i;zz"j;:"z ii;:“:jtz;nﬁg e
Jl1s1 ee ucnpapiaeHUs] HEOOXOAUMO OT'PaHUYUTh config = request.GET.get("label_config’, **)
METOJl 3anpoca, TO €CTb TpeOyeTcsl yaaauTh B nizn::fig;equest.pog.get(-1abe1_conﬁg-, -y
nonnepxxky GET-3ampocoB 11 SHIIIOMHTA, ST R pe e el )
YTOOBI IPUHUMATHUCH TOJIbKO POST-3ampochl. iy~ g =

if org_pk is not None:
org = generics.get _object_or_404(Organization, pk=org_pk)

secure_mode = org.secure_mode

Project.validate_label config(config)
task_data, _, _ = get sample task(config, secure_mode)
task_data = playground_replacements(request, task_data)

except (ValueError, ValidationError, lxml.etree.Error):

response = HttpResponse('error while example generating', status=status.HTTP_400_BAD_REQUEST)

else:

response = HttpResponse(json.dumps(task_data))

return response



BapuaHT yCcTpaHEHUS YI3BUMOCTH

CVE'2025'25296 CWE-79 + from django.http i t JsonResponse

54 1 1 from django.shortcuts import render
yﬂSBI/IMOCTB’ CBA3aHHaA C HeKOppeKTHOI/I 2 E from django.views.decorators.http import require_http_methods
O6pa60TKOI\/JI IIOJIB30BATCIIHLCKOTO BBOI[a B 13 14 from organizations.models import Organization
BeO-mpuitokeHur Ha Python. e

@require_http_methods(['GET', 'POST'])
def upload_example_using_config(request):
"""Generate upload data example by config only"""

config = request.GET.get('label_config', ')

BTopoii BapyaHT ycTpaHeHUs YA3BUMOCTH. & if not config:
ﬂﬂﬂ I/ICHpaBJIeHI/I}I HY}KHO UCIIOIB30BATh config = request.POST.get('label config', ‘")
JSODRGSpOIlS@, KOTOpI)Iﬁ HE I[aéT 6paygepy : ‘ org_pk = get organization_ from request(request)

secure_mode = False

obopadorare JSON xak HTML-crpanumy wu ' Lf org_pk is not Hone:
org = generics.get object or 404(Organization, pk=org_pk)

BaHYCTI/ITI) CKpHHTI)I. 5 secure_mode = org.secure_mode

Project.validate_label_config(config)

task_data, _, _ = get_sample task(config, secure_mode)

task_data = playground replacements(request, task_data)
except (valuetrror, ValidationkError, lxml.etree.Error):

response = HttpResponse('error while example generating’, status=status.HTTP 400 BAD REQUEST)
else:

response = HttpResponse(json.dumps(task data))

response = JsonResponse(task_data)

return response



BapuaHT yCcTpaHEHUS YI3BUMOCTH

CVE-2025-25296 CWE-79
YA3BUMOCTbD, CBSI3aHHAsI C HEKOPPEKTHOM

00pabOTKOM 1MOJIb30BaTEIBCKOTO BBOJIA B
BeO-npuiiokeHur Ha Python.

Tperuil BapyMaHT yCTPaHEHUS YH3BUMOCTH.
[lo6aBneHne bunbTpaumm nosib3oBaTeIbCKOro
BBOAA C NoMolblo 6ubamnotekn bleach. MNepea
TeM Kak cdpopmmposaTb URL, 3HauyeHHne u3
task_data npoxogmnT OUUCTKY - yaanaTcA
onacHble HTML-Teru v Kog JavaScript.

bleach

"t 1xml.etree

rcm core.label_config import get_sample_task

@@ -12,27 +13,28 @@

def playground_replacements(request, task data):

if request.GET.get( playground’, ‘0') g

for key in task_data:

‘/somples/time-series.csv’ in task_data[key]:

task_data[key] ‘https://app.heartex.ai’ + task_data[key]

cleaned_value = bleach.clean(task_data[key])

task_data[key] = “https://app.heartex.ai’ + cleaned_value

return task_data

@require_http_methods([ ‘GET*, 'POST'])
def upload_example_using_config(request):

""“Generate upload data example by config only“""

config = request.GEl.get( label_config', ")

1f not config:

config = request.POST.get("label_config®, "°)

org_pk = get_organization_from_request(request)

secure_mode = F

1f org_pk is no

alse

t Hone:

org = generics.get object or_ 484(Organization, pk=org_pk)

secure_mode

Project.val
task_data,
task_data =
oxcept (ValucEr
response
[ EH
response

return response

org.secure_mode

idate_label_config(config)

_, _ - gat_namplo_tark(config, sacurao_moda)
playground_replacements(request, task data)
ror, ValidationError, lxml.etree.Error):

HttpResponse("error while example generating’, status=status.HTTP_400 BAD_REQUEST)

HttpResponse(json.dumps(task_data))
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[IppuMeHeHrE TOTOBBIX HHCTPYMEHTOB M1l aHAJIM3A YA3BUMOCTEMN

ChatGPT YandexGPT

Are there any coding vulnerabilities in this code? If yes, which CWE na YandexGPT 5 Pro v
1D(s) apply to them?

ChatGPT 40 v

Yes, there are a few potential security and robustness issues in the provided code. Below is an analysis of the , ilities i = If " >
key vulnerabilities and their corresponding Common Weakness Enumeration (CWE) identifiers: Are there any COdlﬂg vulnerabilities in this code? yes, which CWE ID(S) apply to them?

1. Use of 1xml without Secure XML Parser Configuration After analyzing the provided Pyt code, I've identified several potential vulnerabilities:

* Location: Exception handling mentions lxml.etree.Error, implying 1xml may be used in the 1. CWE-400: Uncontrolled Resource Consumption

get_sample_tosk() function (from core.lsbel_config ). though its implementation isn't shown here.
» The MAX_LABEL_CONFIG_LENGTH limitis set to 10000 characters, which might still be

Risk: If external or untrusted XML input is parsed without disabling DTD and external entity expansion, it
too high and could potentially lead to resource exhaustion under certain circumstances.

may allow:

el e ) 2. CWE-79: Cross-Site Scripting (XSS)

+ Billion Laughs Attack (DoS)
o Inthe playground_replacements function, there's URL manipulation without proper

sanitization:
» This could potentially lead to XSSif user-provided data is not properly sanitized before
concatenation.

CWE IDs:
* CWE-611: Improper Restriction of XML External E

o CWE-776: Improper Restriction of Recursive y s in DTDs (Billion Laughs’)

2. Use of json.dumps() Without safe=True in HttpResponse Kak Bam nomoub?

¢ Location: response = HttpResponse(json.dumps(task_data)) -
Anuca CTapaeTcs, Ho MOXeT owKbaTsCA — nposepanTe BaxHoe. [lonpabHee
o Risk: While json.dumps() helps serialize data, this HttpResponse should explicitly set

content_types'application/json’ to avoid ambiguity or XSS vectors in some contexts.

CWE ID: CWE-79: Improper Neutralization of Input During Web Page Ge ion (C Scripting?)
(applies if rendered improperly on the frontend)

Cnpocute UT0-HUbYAb. ..

+ | @ Moncx P Fny6oxoe wecncaoBanve @ Coanats vsobpaxeHue e 0




[IppuMeHeHrE TOTOBBIX HHCTPYMEHTOB M1l aHAJIM3A YA3BUMOCTEMN

GitHub Copilot

% python_codepy X

@ python_code.py
T e

ils

w N P

W w NN NN NNNNDDN
R ® O 0 N O U D

5DowoN

a wun

W W W w W w

R R e v 1T} VA I SV VG

from rest_framework import generics, status
from rest_framework.exceptions import ValidationError

logger = logging.getLogger(__name__)

@login_required
def project_list(request):
return render(request, ‘projects/list.html")

@login_required
def project_settings(request, pk, sub_path):
return render(request, ‘projects/settings.html’)

def playground_replacements(request, task_data):
if request.GET.get('playground', '©') == '1':
for key in task_data:
if ‘/samples/time-series.csv' in task_data[key]:

task_data[key] = 'https://app.heartex.ai' + task_data[l

return task_data

. copilot

Are there any coding vulnerabilities in this code? If yes, which CWE ID(s) apply to them?

2 python_code.py:15-51

& GitHub Copilot
> Used 1 reference
Yes, there are potential coding vulnerabilities in the provided code. Below are the identified issues along with their corresponding CWE

(Common Weakness Enumeration) IDs:

1. Cross-Site Scripting (XSS) (CWE-79)

¢ Issue: The 1@ playground_replacements function modifies (e) task_data based on user input ( (@) request GET.get('playground’) ) and

returns it without ensuring that the data is properly sanitized. If this data is rendered in a template or returned to the client, it could lead
to XSS attacks.
CWE ID: CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-Site Scripting’)

2. Insecure Direct Object Reference (IDOR) (CWE-639)

e Issue: In 11 upload_example_using_config , the Ie1 org_pk is retrieved from the request and used to fetch an te) Organization object
without verifying that the user has permission to access it. This could allow unauthorized users to access or manipulate data they shouldn't
have access to.

* CWE ID: CWE-639: Authorization Bypass Through User-Controlled Key



@ /O X_()
CODE-ANALYSIS
C cpp_code.cpp
%@ python_code.py

[IppuMeHeHrE TOTOBBIX HHCTPYMEHTOB M1l aHAJIM3A YA3BUMOCTEMN

v

CursorAl

< python_codepy X 1]

@ python_code.py

1

"""This file and its contents are licensed under the Apache License 2
import json

import logging

from django.core.exceptions import ValidationError as DjangoValidatioi

import lxml.etree

from core.label_config import get_sample_task

from core.utils.common import get_organization_from_request
from django.contrib.auth.decorators import login_required
from django.http import HttpResponse

from django.shortcuts import render

from django.views.decorators.http import require_http_methods
from organizations.models import Organization

from projects.models import Project

Identifying Coding Vulnerabilities anc

% python_code.py
Are there any coding vulnerabilities in this code? If yes, which CWE ID(s) apply to them?

© Reslore checlgoint

Let me analyze the code for potential security vulnerabilities. I'll identify several issues and their corresponding CWE IDs:
1. CWE-79: Cross-Site Scripting (XSS)
e The playground replacements function directly modifies task data without proper sanitization

* The modified data is later returned in the HTTP response, which could lead to XSS if the data contains malicious JavaScript

¢ The modified data is later returned in the HTTP response, which could lead to XSS if the data contains malicious JavaScript

2. CWE-89: SQL Injection

* While not directly visible in this code, the get_or i vest and subsequent database queries could be vulnerable if proper
parameterization isn't used in the underlying implementation



[IppuMeHEeHrE TOTOBBIX HHCTPYMEHTOB JIJIsl aHAJIM3A YA3BUMOCTEMN

SNYK © python_codepy 9+ X

SUMMARY D> & @ python_code.py > @ upload_example_using_config
. 55  def upload example_using_config(request):
Snyk found the following issues: 0 new 60 contig = request.POST.get( label contig’,
61
62 # Validate input before processing
@ 1 issues found in your open projects. GE] config = validate label config_input(config)
Snyk COde 4 1issues are fixable with Snyk DeepCode Al : ot
- 65 org_pk = get organization from request(request) -z
ikl el 66 secure_mode = False
A code-analysis Click here to see the problem. &7 if org_pk is not None:
68 org = generics.get_object_or_4e4(Organizati
69 secure_mode = org.secure_mode
70
71 Project.validate label config(config)
72 task_data, _, _ = get_sample task(config, secur
CODE SECURITY 78 task_data = playground_replacements(request, tec
74
75 response = HttpResponse(json.dumps(task data))
76 except (VvalueError, Validationkrror, lxml.etree.Err
7 logger.error(f"Error processing label config:
H' 4 Cross-site Scripting (XSS) python_code.py(75, 20] 78 response = HttpResponse(str(e), status=status.t
79
80 return response
81

™ All scans are completed.

@ 1 issues found by Snyk

4 1 issue can be fixed by Snyk DeepCode Al

H python_code.py code-analysis - 1 issue

> CONFIGURATION ISSUES
CODE QUALITY

® Congrats! No issues found!

& Snyk Code Issue X

H  Cross-site Scripting (XSS)

Issue  Position line: 75  Priority score: 784  CWE-79

FIXANALYSIS DATA FLOW ISSUE OVERVIEW

Unsanitized input from an HTTP parameter flows into django.http.HttpResponse,
where it is used to render an HTML page retumed to the user. This may resutlt in a
Cross-Site Scripting attack (XSS).

4 Here are 5 Al-generated solutions < Al solution 2/5 D>
task_data, _, _ = get_sample_task (config,
secure mode)

tack data = playground_replacemente (request,

task_data)

response = HttpResponse (json.dumps (task_data))
response = JsonResponse (task data)
except (ValueError, ValidationError, lxml.etree.Errorz,
DjangoValidationError) as o:
logger.error (f”Exror processing label config:
{str(e))"”)
response = HttpRespomnse (str(e),

statusmetatus.HTTP_400_BAD REQUEST)




HpI/IMeHeHI/Ie I'OTOBbBIX UHCTPYMCHTOB JId dHAJIM3ad YA3BUMOCTCHU

CodeThreat

Risk of XSS from Direct Use of HttpResponse
[© python_code.py

task_data, _, _ = get_sample_task(config, secure_mode) i Issue Trace
task_data = playground_replacements(request, task_data)
except (ValueError, ValidationError, lxml.etree.Error):
response = HttpResponse( “error while example generating', status=status.HTTP_468_BAD_REQUEST)
else:
response = HttpResponse(json.dumps(task_data))
return response

Node

Description Mitigation History

Identified Vulnerability:

Risk of Cross-Site Scripting (XSS) from direct use of HttpResponse when retuming unescaped or unvalidated content (here, task_data) in the response.

Code Fixx

Use JsonResponse instead of HttpResponse for returning JSON data. JsonResponse automatically sets the correct content type (application/json) and escapes data
appropriately to prevent XSS.

Explanation:

Directly returning JSON data using HttpResponse can lead to XSS if task_data contains untrusted or user-controlled content, as it may not be properly escaped or
serialized. JsonResponse safely serializes data and sets the appropriate headers, mitigating the risk of XSS.

Fixed Code:

from django.http import JsonResponse, HttpResponse

from rest_framework import status

task_data, _, _ = get_sample_task(config, secure_mode)
task data = playground replacements(request, task data)
except (ValueError, ValidationError, lxml.etree.Error):
response = HttpResponse('error while example generating®', status=status.HTTP_48@ BAD REQUEST)
else:
# Use JsonResponse to safely serialize and return JSON data
response = JsonResponse(task data, safe=False)
return response
// Use JsonResponse to prevent XSS and set the correct Content-Type header
Summary:
The vulnerability occurs because HttpResponse does not automatically escape or serialize JISON data, which can allow XSS if the data contains malicious scripts.
JsonResponse ensures the data is properly serialized and escaped, preventing XSS attacks.



PGBYHBT&TBI I'OTOBbBIX HHCTPYMCHTOB /IJIs1 dHAJIN34d YHBBHMOCTGIZ

Kpurtepuu oneHuBaHus:

K1 — nannume ys3BUMOCTH
K2 — tounoctph connocrasiacHuss CWE
K3 — To4HOCTh yKa3aHUS NCTOYHUKA YA3BUMOCTH

| K1 ] K2 | K3 | K4 | K5 | Mror _
ChatGPT 0.5 0.5 0.5 0.5 0.5 2.5
YandexGPT 0.5 0.5 0.5 0.5 0.5 2.5

GitHub 1 1 0.5 0.5 0.5 3.5
Copilot
1 1 0.5 0.5 0.5 3.5

Snyk Code 1 1 0.5 0.5 1 4.0
CodeThreat 1 1 0.5 0.5 0.5 3.5

CpaBHHUTEIbHAS OlLICHKA HHCTPYMEHTOB MO KadyecTBY aHanu3a ys3BumMoctu CVE-2025-25296

K4 — xauecTBO npemyiaraeMoro UCIpaBICHUS
K5 — momHOTa pexomenganun




JloBepue Kk 0OJIBIINM SI3BIKOBBIM MOJICISAM, IIPUMEHSEMbBIM B 3aJja4ax
aHaJan3a U OOHAPYKEHMS YSI3BHUMOCTEN B IPOrPaMMHOM KOJIE

Pe3ynbraThl aHaIN3a NOKA3bIBAOT, YTO MOJHOCTBIO MOJArarbCa Ha TAKWE MOJICNIM B KPUTUYECKU BAXKHBIX 33/1a4aX HEJb3S.
Hx cnemyer paccMarpuBarh Kak JOMOJHUTEIbHBIE MHCTPYMEHTBI, CIIOCOOHBIE MOBBICUTH CKOPOCTh U 3(PPEKTUBHOCTH
aHanu3a. [[puHsATHE OKOHYATEIBHBIX PEICHUHN B 00ecTiedueHnH 0€30MacHOCTH OCTaéTcA 3a creruanuctom Mb.




Croacu0o0 3a BHUMaHue!
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